
TITLE OF THE INVENTION 



SPECIFICATION 



METHOD FOR ESTABLISHING A CONNECTION FROM A TERMINAL 

OF A COMMUNICATION NETWORK TO A NETWORK-EXTERNAL 
CONNECTION DESTINATION, AND ASSOCIATED APPARATUS AND 



In modern communication systems, connections such as for voice, video or 
multimedia communication are increasingly being carried over packet-based 
communication networks, such as local area networks (LAN) or wide area networks 
(WAN). So-called Internet telephony, for example, often also referred to as "Voice 
over Internet Protocol" (VoIP), is based on this technology. 

In such packet-based communication networks, the user data to be 
transmitted is split into individual data packets which are provided with a transport 
address that identifies the respective connection destination. On the basis of the 
transport address, the data packets are forwarded in the communication network to 
the respective connection destination independently of each other to a large extent. 

A central connection controller is often employed in packet-based 
communication networks. As a rule, such a connection controller manages the 
establishment and clearing of connections, ensures a defined quality of service for 
established connections, protects against unauthorized use, and enables the use of 
features such as call forwarding or proxy functionality, for example. 

Known from ITU-T Recommendation H.323 is a packet-based 
communication network in which a so-called gatekeeper is used as a connection 
controller for controlling and managing all real-time multimedia connections within 
the communication network or a subnetwork of the communication network. 
According to the prior at, in order to establish a connection from a first 
communication network managed by a first gatekeeper in a second communication 
system managed by a second gatekeeper, signaling is required between the first and 
the second gatekeeper. However, such signaling between different gatekeepers 
requires a high implementation effort, especially if there are also one or more 
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further packet-based communication networks between the first and second 
communication networks. Typical examples of such an arrangement are local area 
networks located at various company offices which are linked together via the 
Internet. 

5 Another disadvantage of the known gatekeeper-controlled communication 

network is that from the first communication network it is only possible to establish 
connections to communication networks also managed by a gatekeeper. The choice 
of connection destination is thus greatly limited. 

An object of the present invention is, therefore, to disclose a method for 

10 establishing a connection from a network-internal terminal of a packet-based 
communication network having a network-internal connection controller to a 
network-external connection destination for which no complex signaling is required 
between the network-internal and a network-external connection controller. It is 
also an object of the present invention to disclose a packet-based communication 

1 5 network and a gateway device for achieving the method according to the present 
invention. 

SUMMARY OF THE INVENTION 
The present invention enables a connection, for example for voice, video or 
multimedia communication, to be established from a network-internal terminal of a 
20 packet-based communication network, the network-internal connections of which 
are managed by a connection controller, to a network-external connection 
destination. The connection establishment is performed here via a gateway device 
of the communication network. The network-external connection destination may 
be, for example, another terminal, another communication network or subnetwork, 
25 or another gateway device to a further communication network. In this context, the 
terms "network-internal" and "network-external" refer to the area inside and outside 
the packet-based communication network, respectively. 

One major advantage of the present invention is that no additional signaling 
is required between central connection controllers of different communication 
30 networks in order to establish a connection. It is, therefore, also unnecessary for the 
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connection controller to have any complex interface to network-external connection 
controllers. It is nevertheless possible to utilize the full range of data packet 
transport capabilities of a communication network relaying the connection to the 
connection destination. It is, moreover, also possible to establish connections to 
5 connection destinations that are not controlled by any connection controller. 

According to one advantageous embodiment of the method according to the 
present invention, the gateway device can register as a network-internal connection 
destination with the connection controller under one or more logical addresses that 
identify one or more network-external connection destinations. An address table 
10 for network-internal connection destinations of the connection controller can, thus, 
be automatically updated. As a result, only administration of the gateway device is 
necessary to manage a number of different network-external connection 
destinations. 

Furthermore, the logical address information, which may include a prefix 
15 number, service number and/or a terminal directory number, for example, can be 
transmitted to the network-external connection destination over the relaying 
communication network. If the connection destination is another communication 
network, the connection can be relayed to the further communication network on 
the basis of the logical address information, or a part thereof, to a thereby addressed 
20 destination terminal of the further communication network. 

According to another advantageous embodiment of the present invention, 
the central connection controller can be achieved by a gatekeeper conforming to 
ITU Recommendation H.323. 

The gateway device also can have an access control device in order to reject 
25 any connection requests arriving from the relaying communication network whose 
respective origin is not registered as a network-external connection destination in 
the gateway device. Accordingly, the network-external connection destinations that 
are registered in the gateway device can be assumed to be reliable connection 
partners, from which an arriving connection request will be accepted. 



3 




Additional features and advantages of the present invention are described in, 
and will be apparent from, the following Detailed Description of the Invention and 
the Figures. 

BRIEF DESCRIPTION OF THE FIGURES 
5 Figure 1 shows a diagrammatic representation of two communication 

networks linked via a wide area network during the establishment of a connection. 
DETAILED DESCRIPTION OF THE INVENTION 
Diagrammatically illustrated in Figure 1 are two communication networks 
LAN1 and LAN2 designed as local area networks which are linked via a wide area 
10 network WAN; e.g., the Internet. 

The local area networks LAN1 and LAN2 and the wide area network WAN 
support packet-based data transport in each case. In the present exemplary 
embodiment, the data packet transmission in the local area networks LAN1 and 
LAN2 and in the wide area network WAN is based, in each case, on the so-called 
1 5 Internet Protocol (IP), with which data packets are forwarded through the respective 
communication network LAN1, LAN2 or WAN on the basis of an IP transport 
address contained therein. 

It is assumed for the present exemplary embodiment that the local area 
network LAN1 is located in the Munich telephone code area having the public 
20 prefix number 089 and the local area network LAN2 is located in the Berlin 

telephone code area having the public prefix number 030. Accordingly, the prefix 
number 089 is logically assigned to the local area network LAN1 and the prefix 
number 030 is logically assigned to the local area network LAN2. 

The local area networks LAN1 and LAN2 form, in each case, so-called 
25 H.323 domains conforming to ITU-T Recommendation H.323. In accordance with 
the H.323 Recommendation, a so-called gatekeeper GK1 or GK2 is respectively 
provided as a connection controller in each of the local area networks LAN1 and 
LAN2. The gatekeepers GK1 and GK2 are responsible in each case for controlling 
and managing all the connections to be established within the respective H.323 
30 domains LAN1 and LAN2. In particular, the gatekeepers GK1 and GK2 serve as 
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access controllers in their respective H.323 domains, as well as to resolve the 
logical address information in IP transport addresses for all the terminals and 
gateway devices in the respective H.323 domains. In the present exemplary 
embodiment the gatekeepers GK1 and GK2 manage only communication devices 
5 situated within their own H.323 domains LAN1 and LAN2, respectively. 

Each gatekeeper GK1 and GK2 has an address table IT1 and IT2, 
respectively, and a connection table VT1 and VT2, respectively, for network- 
internal connections; that is, connections within the respective local area network 
LAN1 and LAN2. In each case, the endpoints of network-internal connections are 

10 entered and assigned to each other in the connection tables VT1 and VT2. In the 
address tables IT1 and IT2, logical address information and a network- internal 
transport address are assigned to the communication devices managed by the 
respective gatekeeper GK1 or GK2. 

Furthermore, the local area networks LAN1 and LAN2 each have a gateway 

15 device GW1 and GW2, respectively, via which the respective local area network 
LAN1 or LAN2 is connected to the wide area network WAN. 

In the present exemplary embodiment, an IP address IPGW1 and IPGW2 is 
assigned, in each case, to the gateway devices GW1 and GW2 respectively, via 
which address the respective gateway device GW1, GW2 can be reached by data 

20 packets originating both in its own local area network LAN1 or LAN2 and in the 

wide area network WAN. According to an alternative embodiment, it is possible to 
provide for at least one of the gateway devices GW1 and GW2 to be addressed in 
its own local area network LAN1 or LAN2 by a different IP address than in the 
wide area network WAN. 

25 The gateway devices GW1 and GW2 have, in each case, an address table 

ET1 and ET2, respectively, for network-external connections; that is to say for 
connections outside the respective local area networks LAN1 and LAN2. In the 
address tables ET1 and ET2, logical address information that identifies network- 
external connection destinations is assigned to a network-external transport address; 

30 that is to say an address valid in the wide area network WAN. 
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In the present exemplary embodiment, in the address table ET1 of the 
gateway device GW1, the IP address IPGW2 of the gateway device GW2 is 
assigned to the prefix number 030 which identifies as logical address information 
the local area network LAN2 or the gateway device GW2. Analogously, the IP 
5 address IPGW1 of the gateway device GW1 is assigned in the address table ET2 to 
the prefix number 089 that identifies the local area network LAN1. 

Each local area network LAN1, LAN2 furthermore contains a terminal EG1 
and EG2, respectively. Assigned to the terminal EG1 is a terminal directory 
number 1 1 1 as logical address information and an IP address IPEG1 as a network- 

10 internally valid transport address. Analogously, assigned to the terminal EG2 is a 
terminal directory number 222 as logical address information and an IP address 
IPEG2 as a transport address valid in the local area network LAN2. The terminal 
EG1 is assigned to its terminal directory number 111 and to its IP address IPEG1 in 
the address table IT1 of the gatekeeper GK1. Analogously, the terminal EG2 is 

15 assigned to its terminal directory number 222 and to its IP address IPEG2 in the 
address table IT2 of the gatekeeper GK2. The terminals EG1 and EG2 may be 
achieved, for example, by voice, video and/or multimedia terminals; in particular, 
by personal computers. 

The gateway devices GW1 and GW2 preferably register, for example after a 

20 change in the respective address table ET1 or ET2 or following a system startup, 
with the respective gatekeeper GK1 or GK2 as a network-internal connection 
destination under the respective network-external prefix number 030 or 089. The 
gateway device GW1, for example, transmits for this purpose a registration message 
RM with the prefix number 030 of the telephone code area of the local area network 

25 LAN2 as well as its own IP address EPGW1 to the gatekeeper GK1. As a result, the 
gatekeeper GK1 assigns to the gateway device GW1 the prefix number 030 as 
logical address information and the IP address IPGW1 as the network-internal 
transport address. The gatekeeper GK1 treats the prefix number 030 as network- 
internally valid logical address information of the gateway device GW1. If a 

30 number of external communication networks are registered in the gateway device 
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GW1 under a respective prefix number, a number of prefix numbers are accordingly 
assigned as network-internal logical address information to the gateway device 
GW1 in the address table IT2. 

Analogously, one or more registration messages (not shown) are transmitted 
5 to the gatekeeper GK2 by the gateway device GW2. As a result, assigned to the 

gateway device GW2 in the address table IT2 are the IP address IPGW2 as network- 
internal transport address and the prefix number 089, and further prefix numbers, if 
appropriate, as network-internal logical address information. 

The establishment of a connection from the terminal EG1 of the local area 
10 network LAN1 to the terminal EG2 of the local area network LAN2 will now be 
considered. The connection establishment is initiated at the terminal EG1 by 
entering the prefix number 030, which identifies the telephone code area of the 
destination network LAN2, and the terminal directory number 222. The prefix 
number 030 represents here the logical address information with respect to the 
15 destination network LAN2, or its gateway device GW2 respectively. Analogously, 
the terminal directory number 222 represents the logical address information with 
respect to the destination terminal EG2 within the destination network LAN2. 

As part of a connection request, the terminal EG1 sends an admission 
request message (ARQ1) with the entered prefix number 030 and the entered 
20 terminal directory number 222 to the gatekeeper GK1 . The gatekeeper GK1 then 

searches in its address table IT1 for logical address information that matches at least 
the first part of the transmitted logical address information 030 222. In the present 
exemplary embodiment, the logical address information under which the gateway 
device GW1 is registered with the gatekeeper GK1 matches the transmitted prefix 
25 number 030. The gateway device GW1 is, thus, determined by the gatekeeper GK1 
as the connection destination. As a result, the gatekeeper GK1 transmits an 
admission confirmation message ACF1 with the IP address EPGW1 assigned to the 
gateway device GW1 in the address table IT1 to the terminal EGL 

According to alternative embodiments of the connection establishment, 
30 instead of the prefix number 030 and the terminal directory number 222, for 
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example, an alias address, email address or URL (Uniform Resource Locator) that 
identifies the terminal EG2 may be transmitted as logical address information to the 
gatekeeper GK1 by the terminal EG1. If an IP transport address is assigned to such 
logical address information in the address table IT1, the IP transport address is 
5 transmitted to the terminal EG1 in the admission confirmation message ACF1. 

On the basis of the transmitted IP address IPGW1, the terminal EG1 
transmits a connection setup message SET1 conforming to the H.323 
Recommendation with the prefix number 030 and terminal directory number 222 to 
the gateway device GW1. The gateway device GW1 then transmits an admission 

10 request message ARQ2 to the gatekeeper GK1, and following reception of an 
admission confirmation message ACF2 accepts the connection requested by the 
terminal EG1 in accordance with the H.323 Recommendation. 

The network- internal connection between the terminal EG1 and the gateway 
device GW1 is registered in the connection table VT1 of the gatekeeper GK1 . The 

15 terminal EG1 and the gateway device GW1 are assigned to each other here in the 
connection table VT1. 

The prefix number 030 transmitted by the terminal EG1 is assigned in the 
address table ET1 of the gateway device GW1 to a network-external transport 
address IPGW2. The gateway device GW1 thus recognizes that the connection is to 

20 be relayed over the wide area network WAN. Since, owing to its limited 

responsibility, the gatekeeper GK1 cannot control the relaying of the connection, 
and the gatekeeper GK1 would not accept connections whose destination address 
information it cannot resolve itself, the gateway device GW1 does not transmit an 
admission request message to the gatekeeper GK1 for the relaying of the 

25 connection. The gateway device GW1 thus "hides" the relaying of the connection 
from the gatekeeper GKL 

To relay the connection, the gateway device GW1 determines the IP address 
IPGW2 assigned to the prefix number 030 in the address table ET1, via which 
address the gateway device GW2 is addressed in the wide area network WAN. 

30 With respect to the prefix number 030, the gateway device GW2 thus serves as the 



8 



3 «y tfi 6, B :-3 « O «3i k" !! £■$ O JL 



connection destination. Based on the IP address IPGW2, a connection setup 
message SET2 conforming to the H.323 Recommendation with the prefix number 
030 and the terminal directory number 222 is transmitted by the gateway device 
GW1 to the gateway device GW2. The gateway device GW2 recognizes that the 
5 sender IP address IPGW1 of the data packets transporting the connection setup 
message SET2 is contained in the address table ET2 and consequently accepts the 
connection. The gateway device GW1 is thus accepted by the gateway device GW2 
as a so-called "trusted gateway". Since the connection is arriving from an external 
communication network (WAN), the connection is accepted without checking back 

10 with the gatekeeper GK2. 

The gateway devices GW1 and GW2 are, thus, operated in the direction 
toward the wide area network WAN in a non-gatekeeper H.323 mode, and 
simultaneously in the direction toward the respective local area network LAN1, 
LAN2 in a gatekeeper-controlled H.323 mode. 

1 5 The gateway device GW2 removes the prefix number 030 from the 

transmitted logical address information 030 222 and transmits an admission request 
message ARQ3 with the remaining terminal directory number 222 to the gatekeeper 
GK2. The gatekeeper GK2 interprets this as a request for a connection from the 
gateway device GW2 to a terminal identified by the logical address information 

20 222. On the basis of the address table IT2, the gatekeeper GK2 determines that the 
terminal EG2 with the DP address IPEG2 is assigned to the logical address 
information 222. The gatekeeper GK2 consequently transmits an admission 
confirmation message ACF3 with the IP address IPEG2 of the terminal EG2 to the 
gateway device GW2. On the basis of the transmitted IP address DPGW2, the 

25 gateway device GW2 sends a connection setup message SET3 conforming to the 

H.323 Recommendation to the terminal EG2, with the result that a network-internal 
connection establishment is initiated between the gateway device GW2 and the 
terminal EG2. The established network-internal connection is registered in the 
connection table VT2 of the gatekeeper GK2. The terminal EG2 and the gateway 

30 device GW2 are thereby stored assigned to each other in the connection table VT2. 
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Finally, the connection coming from the terminal EG1 is switched through to the 
terminal EG2 over the network-internal connection established between the 
gateway device GW2 and the terminal EG2. 

A connection is established in this manner between terminals EG1 and EG2 
5 of different H.323 domains LAN1 and LAN2 which are linked via a wide area 

network WAN without the need for signaling between the responsible gatekeepers 
GK1 and GK2. 

The present invention requires no modification to the terminals to be 
connected, so that any terminals conforming to the H.323 Recommendation can 

10 establish a cross-domain H.323 connection using the Internet Protocol as the 

transport layer. Logical address information, such as prefix numbers and terminal 
directory numbers, which belong to a different communication layer than the IP 
transport addresses used, are used here as access information to gateway devices of 
network-external H.323 domains. 

15 One major advantage of the present invention is that no terminals of 

external H.323 domains need be administered in a gatekeeper GK1, GK2. Rather, 
the administration of external domains is limited to entering the logical address 
information 030, 089 and the transport addresses IPGW2, DPGWl for the gateway 
devices GW2, GW1 of the external domains in the address table ET1, ET2 of the 

20 respective network-internal gateway device GW1 or GW2. 

Although the present invention has been described with reference to specific 
embodiments, those of skill in the art will recognize the changes may be made 
thereto without departing from the spirit and scope of the invention as set forth in 
the hereafter appended claims. 
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